SECURI TY STATEMENT OF WORK ( SOWN
PHYSI CAL SECURI TY STANDARDS FOR DOD ARMS, AMMUNI TI ON AND EXPLGCSI VES (AA&E) AT
CONTRACTOR- OANED, CONTRACTOR- OPERATED ( COCO) FACI LI TI ES
SECURI TY RI SK CATEGORY [11-1V ARVMS and CATEGORY I11-1V AVMUNI TI ON AND EXPLCSI VES
(A&E) (from DoD 5100.76M Appendix 2)

1. Facility Construction. This comand will nmake a Suitability Determ nation of
structural adequacy on production and storage facilities used by the contractor.

a. The contractor shall store CAT III-1V arms in arms rooms, nodul ar vaults,
existing facilities approved by the procuring conmand, or C ass 5 containers when
quantity is 30 arnms or less. |In these structures, he shall secure arns in either

a Cass 5 container, banded crates, or |ocked-down arms racks. Doors, w ndows,
or any other openings shall provide the sane | evel of security as the rest of the
structure. A vault door will have a built-in conbination Iock; solid hardwood or
nmetal doors need the Sargent & G eenleaf 833C key-operated high security padl ock
and NAPEC shrouded hasp.

b. The contractor shall store CAT II1-1V A& in approved nmagazi nes, Type 2
portabl e magazi nes, or existing facilities approved by the procuring conmand.
The required | ocking systemis the Sargent & G eenl eaf 833C with NAPEC shrouded
hasp except for the Type 2 mmgazi nes, which foll ow BATF | ocki ng requirenents.

2. Arnms Parts Storage. The contractor shall store major subparts, to include
frame and receiver, in the same manner as the category of the armto which they
bel ong. He shall protect barrels and other major subassenblies as CAT |V arns.

3. Lock and key control. The contractor shall inplenent a control systemthat
ensures accountability and control of storage structure |ocks and keys. The
contractor shall maintain keys to AAQE storage areas and |IDS separately from
other keys. He should allow only those individuals authorized access to the AAKE
keys. The nunber of keys should be held to the absol ute mi ni mum and signed for
by authorized enpl oyees. Wen not attended or used, the contractor shall secure
keys providing access to CAT I11-1V AARE in key containers of at |east 20-gauge
steel with either a GSA-approved built-in changeabl e conbination | ock or a GSA-
approved key-operated | ow security padl ock. He shall provide the sanme |evel of
security to replacenment or spare |ocks, keys and cores for AAGE keys as those in
active use. Master keying of |ocks and the use of a master key systemis
prohibited. The contractor shall appoint a key and | ock custodian in witing,
who shall maintain a key control register to ensure continuous adnministrative
accountability for the keys. He shall perform sem annual key and | ock
inventories. The custodian shall maintain any AA&E registers, issue/turn-in
records, and inventories separate from adm nistrative keys reports and for a

m ni num of one year.

4. Fencing. CAT III-1V ARE does not require fencing.

5. Lighting. The contractor shall provide exterior security lighting for all
CAT I11-1V arnms storage buildings and interior lighting above doors to CAT Il1-1V
arns roons. The lighting shall be of sufficient intensity to allow detection of
unaut hori zed activity. Switches shall be installed in such a manner that they
are accessible only to authorized individuals. CAT IIl-1V A& does not require
exterior security lighting.

6. Access controls. The contractor shall ensure that vehicular and pedestrian
entry into and exit fromthe production and storage areas is controll ed.




Privatel y-owned vehicles shall not be parked within 100 feet of storage and
production structures.

7. Intrusion Detection System Al CAT III-1V arns storage structures, arns
roons, or Class 5 containers storing arns need a UL-approved |IDS to include point
sensors on doors and other openings, and interior notion or vibration sensors.

If IDS is absent or inoperable at the areas where required, the contractor shall
provi de constant surveillance. An approved IDS will have a UL certificate

showi ng that Underwiters Laboratories, Inc. lists the systemand installer, and
that the IDS neets the follow ng UL codes: UL-681, UL-827, UL-1076, and UL-2050.
The contractor shall have a UL-approved installer install the IDS. Each
separately alarned area will have a UL certificate. The contractor shall
maintain daily logs of all alarns received, and maintain these logs for a mninum
of 90 days for reviewto identify and correct IDS reliability problenms. The
contractor shall test the IDS nmonthly and maintain the test records for one year.
CAT I'11-1V A& structures do not require |DS.

8. Security Force. Security patrols may consist of civilian security personnel,
state or local police, or responsible contractor enployees. Were a public |aw
enf orcenment agency has agreed to performthis function, the contractor shall
maintain a current letter of agreenment to that effect fromthe agency. A patrol
shal |l periodically check facilities and areas used to store AAGE at | east once
during each 24-hour period. The contractor shall ensure that the patrols record
these checks. He shall review guard procedures at |east annually and revise, if
necessary, to provide greater application of security measures. The contractor
shall establish liaison with local civil police agencies to conduct periodic
surveillance and coordinate a security plan.

9. Response Force. The contractor may use any one of the follow ng
investigative responses: Central station security force, proprietary security
force, subcontract security force, |aw enforcenent officials, or properly
trained, designated enpl oyees. The UL certificate will state who the responder
is and what the response time will be.

a. Response tinme to an activated al arm signal should not exceed 15 m nutes
fromthe time the alarmfirst registers. The contractor shall make arrangenents
with the respondi ng | aw enforcenment agency to contact the contractor's
representative who shall go imediately to the facility to ascertain the nature
of the alarm and take appropriate nmeasures to ensure the security of AAGE itens.

b. Security forces dispatched by an alarmnonitoring station to an alarm
shall remain on the prem ses until the contractor's representative arrives, or
for a period of not less than 1 hour, whichever cones first. |If the contractor's
representative fails to arrive within 1 hour, the alarmnonitoring station shall
report the incident to the contractor wthin 24 hours.

10. Additional Security Measures. During periods when the production line is
unattended, the contractor shall renove sensitive AARE to approved storage areas
or protect the production line. |If used as overnight or tenporary storage, the
production building nmust nmeet the storage criteria construction requirenments
cited in 1.a. The contractor shall review weapon system production |ines before
operations to identify potential risks or pilferable items that may require
addi ti onal physical security neasures to prevent theft. The contractor shall
incorporate the identified vulnerabilities and inplenmented physical security
nmeasures into the contractor's witten security procedures and nake these

avail abl e for government review.




11. Accountability. The contractor shall have an accountability systemfor both
sensitive AAQE conponents and end itens produced under a DOD contract, or
furnished or released to a contractor by the DOD. The contractor shall provide
the government with a witten description of his accountability procedures. He
shal |l review accountability records and conduct quarterly inventories for bul k
storage. At facilities where weapons are tested, he shall conduct daily
inventories of weapons drawn from storage for testing purposes.

12. Security Procedures. The contractor shall develop witten security
procedures designed to ensure security standards in keeping with this security
SON The contractor shall keep these procedures available at his facility for
revi ew by governnent representatives.

13. Transportation. The contractor shall transport sensitive AASE as prescribed
in the contract.

14. Cdassified AARE. The contractor shall have a Departnent of Defense facility
security clearance at the appropriate |level to manufacture, store, transport, or
ot herw se hol d cl assified AA&E.

15. Security Surveys and Inspections. To ensure that a prospective contractor
wi || satisfy physical security requirenents of this security SOWN governnent
security personnel (usually Defense Security Service (DSS)) will performa
preaward security survey. The DSS office will perform security inspections at
recurring 18-nmonth intervals during the period of the contract to ensure
conpliance with this security SOWN

16. Exceptions/Wiivers. The contractor shall subnmit witten requests for
exceptions/waivers to the security requirenents of this security SONto the

Gover nment PCO coordinating with DSS and AMSOS- SC (Provost Marshal O fice). The
PCO shal |l forward such requests to AMBOS-SC, who will either endorse the request
up to Department of Arny (DA) for decision, or request further information from
the contractor. DA normally grants waivers for a period of 1 year and nay extend
only after review of the contractor's request for extension. They grant
exceptions on a nore permanent basis. Requests for exceptions/waivers shall
include a statement as to why the contractor cannot meet requirenents and outline
conpensat ory measures proposed by the contractor to provide equival ent or better
protection than the original standard. The request for waiver shall also provide
details of an upgrade project design to correct waived deficiencies, as well as
the expected date of project conpletion. The AVSOS-SC office will furnish copies
of approved exceptions/waivers to the applicable DSS office.

17. Significant Incidents Pertaining to AARE. The contractor shall report all

| osses and thefts of sensitive AAQE as soon as discovered to |ocal |aw

enf orcement agencies. The contractor shall notify the following no later than 72
hours after initial discovery: BATF, FBlI, AMSOS-CC, AMSOS-SC, and DSS. The

contractor shall report all |osses and thefts; any armed robbery or attenpted
arned robbery; forced entry or attenpted forced entry with physical evidence of
the attenpt; evidence of terrorist involvenment; or illegal trafficking in

sensitive AAGE.



